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IN THE CLAIMS; 

1. (Canceled) A method for a gaming tenninal to audioiize execution of 
downloaded software, comprising the steps of: 

running in the gaming machine a version of Microsoft Windows operating system having 
Software Restriction Policy capabiUty, and 

setting the Software Restriction Policy to authorize execution of software code-signed 
with a certificate fi^om a designated trusted party. 

2. (Canceled) The method of claim 1, wherein the running step runs a version of 
Microsoft Wmdows operating system having System File Protection capability. 

3. (Canceled) The method of claim 1, wherein the nmning step runs a version of 
Microsoft Windows operating system having Driver Signing capability. 

4. (Canceled) The method of claim 3, ftuther comprising the step of: 

setting the Microsoft Driver Signing poUcy to only authorize execution of drivers code- 
signed with a certificate from Microsoft. 

5. (Canceled) The method of claim 3, fiulher comprising the step of: 

setting the Microsoft Driver Signing poUcy to only authorize execution of drivers that are 
code-signed with a certificate from at least one of Microsoft and a designated trusted party. 

6. (Canceled) The method of claim 1, wherein the running step runs a version of 
Microsoft Windows operating system having System File Protection and Driver Signing 
capabilities. 
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7. (Canceled) The method of claim I, wherein the gaming machine includes a 
processing hardware and wherein the processing hardware and the operating system in the 
running step collectively implement Microsoft's Palladium capabihty. 

8. (Canceled) The method of claim 1, wherein the gaming machine includes a 
processing hardware and wherein the operating system in the running step is a Microsoft 
Windows operating system that, together with the processing hardware, implements Microsoft's 
Palladium, Windows File Protection and Driver Signing capabilities. 

9. (Canceled) The method of claim 1, wherein the gaming machine includes a 
processing hardware and wherein the operating system in the r unnin g step is a version of 
Microsoft Windows operating system that, together with the processing hardware, implements 
capabilities specified by the Trusted Computing Platform AUiance (TCPA). 

10. (Canceled) The method of claim 1, wherein the gaining machine includes a 
processing hardware and wherein the operating system in the running step is a version of 
Microsoft Windows operating system that, together with the processing hardware, implements 
TCPA, System File Protection or Windows File Protection and Driver Signing. 

11. (Canceled) A method for a gaming terminal to authorize execution of 
downloaded software, comprising the steps of: 

running an operating system that includes a configurable poUcy fimctionahty for 
restricting code execution to code that has been signed by a designated trusted party; 

configuring the restricting policy functionality to only authorize execution of software 
that is code-signed with a certificate fi"om the designated trusted party. 
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12. (Canceled) The method of claim 11, wherein the restricting policy 
functionality conforms to the Microsoft Software Restriction Policy. 

13. (Canceled) The method of claim 11, wherein the operating system in the 
running step is configured to prevent a replacement of selected monitored or protected system 
files with files that do not originate from a trusted source. 

14. (Canceled) The method of claim 13, wherein the trusted source is the 
designated trusted party. 

15. (Canceled) The method of claim 13, wherein the operating system includes 
one of Microsoft's System File Protection (SFP) and Microsoft's Windows File Protection 
(WFP). 

16. (Canceled) The method of claim 1, wherein the operating system in the 
nuining step is configured to only allow execution of drivers that have been code-signed with a 
certificate &om a trusted source. 

17. (Canceled) The method of claim 16, wherein the operating system includes 
Microsoft's Driver Signing and wherein the trusted souice is Microsoft. 

18. (Canceled) The method of claim 11, wherein the operating system in the 
nmning step is configured to: 

prevent a replacement of selected monitored or protected system files with files that do 
not originate from a trusted source, and 

only allow execution of drivers that have been code-signed with a certificate from the 
trusted soiurce. 
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1 9. (Canceled) The method of claim 1 8, wherein the trusted source is Microsoft, 

20. (Canceled) The method of claim 18, wherein the operating system in the 
running step incorporates Microsoft's Driver Signing and one of Microsoft's System File 
Piotection (SFP) and Microsoft's Windows File Protection (WFP). 

21. (Canceled) The method of claim 11, wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implement a 
Palladium-like capability. 

22. (Canceled) The method of claim 11, wherein the gaming machine includes a 
processing hardwaie that, together with the operating system in the running step, implements a 
Palladiimi-Uke, System File Protection and Driver Signing capabilities. 

23. (Canceled) The method of claim 11, wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
capabilities specified by the Trusted Computing Platform Alliance (TCPA). 

24. (Canceled) The method of claim 1, wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
TCPA, and Microsoft's Windows File Protection and Driver Signing. 

25. (Currently Amended) A method for operating a gaming machine 
comprising die steps of: 

running an operating system loaded in the gaming machine; 

providing and installing a trusted veiiflcatlon driver in the gamine machine, the 
trusted veiiflcation driver being independent of the operating system; 
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performing a verification of components of the operating system against a trusted 
reference iising tlie trusted verification driver and preventing fnrtiier operation of tlie 
gaming macliine when tlie verification of tiie components of the operating svstem fails; 

downloading at least one software module iuto the gaming machine; 

checking a code signatuie of at least one downloaded software module using » the 
trusted verification driver, and 

authorizing execution of the downloaded software module in the gaming machme only if 
the downloaded software module is successfully verified by the trusted verification driver. 

26. (Original) The method of claim 23, wherein the running step runs an 
operating system that is configured to prevent a replacement of selected monitored or protected 
system files within the gaming machine with files that do not originate from a trusted source. 

27. (Original) The method of claim 25, wherein the running step runs an 
operating system that is configmed to prevent the execution of selected monitored or protected 
system files within the gaming machine for files that do not originate from a trusted source. 

28. (Currently Amended) The method of claim 25, wherein the r unnin g step 
nms an operating system whose capability includes one of Microsoft's System File Protection 
(SFP) and Microsoft' s Windows File Protection (WFP) of the Microsoft Windows® operating 
system . 

29. (Original) The method of claim 25, wherein the operating system in the 
running step causes the authorizing step to authorize execution of the downloaded software 
module only if the downloaded software module has been code-signed with a certificate from a 
trusted source. 

Page I 6 



Serial No. 10/520,831 
Atty. Docket No, CYBS5819 

30. (Currently Amended) The method of claim 29, wherein the running step 
runs an operating system that includes Micro s oft's Driver Signing of the Microsoft Windows® 
operating system and wherein the trusted source is Microsoft. 

31. (Currently Amended) The method of claim 29, wherein the running step 
runs an operating system that includes Microsoft's Driver Signing of the Microsoft Windows® 
operating system . 

32. (Currently Amended) The metliod of claim 30, wherein the downloaded 
software module includes a driver and wherein the method fiirther comprises the step of: 

setting a Micro s oft Driver Signing poUc v of the Microsoft Windows® operating 
system to cause tlie authorizing step to only authorize execution of drivers that are code-signed 
with a certificate from one of Microsoft and a trusted source. 

33. (Currently Amended) The method of claim 25, further comprising the step 

of: 

setting a Micro s oft Driver Signing polic v of the Microsoft Windows® operating 
system, 

and authorizing the installation and execution of the trusted verification driver 
subsequent to verifying that it is code-signed with a certificate from a trusted source. 

34. (Currently Amended) The method of claim dSa 33, wherein the trusted 
source is Microsoft. 

35. (Currently Amended) The method of claim 30a 33, further comprising the 

step of: 
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setting a Microsoft Driver Signing policy of the Microsoft Windows® operating 
system to cause the authorizing step to only authorize execution of drivers that are code-signed 
with a certificate from at least one of Microsoft and a designated trusted source. 

36. (Currently Amended) The method of claim 25, wherein the operating 
system in the running step is a Microsoft Windows operating system configured with Software 
Restriction Policy, Windows File Protection and Driver Signin g of the Microsoft Windows® 
operating system. 

37. (Canceled) The method of claim 25, wherein the ganung machine includes a 
processing hardware that, together with the operating system in the running step, implements 
Microsoft's Palladium capability. 

38. (Canceled) The method of claim 25, wherein the operating system in the 
running step is a Microsoft Windows operating system configured with Software Restriction 
Policy, Windows File Protection and Driver Signing and wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
Microsoft's Palladium capability. 

39. (Canceled) The method of claim 25 wherein tlie gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
Microsoft's Palladium, Software Restriction Policy, Windows File Protection and Driver Signing 
capabilities. 

40. (Original) The method of claim 25, wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, unplements 
capabilities specified by the Trusted Computing Platfomi Alliance (TCPA). 
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41. (Original) The method of claim 40, wherein the operating system in the 
running step is a Microsoft operating system. 

42. (Original) The method of claim 25, wherein the operating system in the 
nmning step is a Microsoft an operating system implementing TCP A, Software Restriction 
Policy, Windows File Protection and Driver Signing of the Microsoft Windows® operating 
system . 

43. (Currently Amended) The method of claim 25, wherein the operating 
system in the running step is a Microsoft Windows operating system configured with Software 
Restiictiou Policy, Windows File Protection and Driver Signin g of the Microsoft Windows® 
operating system and wherein the gaming machine includes a processing hardware that, 
together with the operating system in the runuing step, implements the Trusted Computing 
Platform Alliance (TCPA) specification. 

44. (Canceled) The method of claim 25, wherein the operating system in the 
nmning step is a an operating system configured with Software Restriction Policy, System File 
Piotection and Driver Signing and wherein the gaming machine includes a processing hardware 
that, together with the operating system in the nmning step, implements Palladium-like 
capability. 

45. (Canceled) The method of claim 25, wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
Palladiiun-like capability. 

46. (Canceled) The method of clahn 25, wherein the operating system in the 
nmning step is a Microsoft Windows operating system configured with Software Restriction 
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Policy, Windows File Protection and Driver Signing and wherein the gaming machine includes a 
processing hardware that, together with the operating system in the running step, implements 
Palladium-like capabiUty. 

47. (Original) A method for verifying gaming terminal software, comprising the 
steps of: 

installmg at least one driver into the gaming machine; 

blocking execution of an operating system of the gaming machine; 

taking complete control of the gaming machine with the at least one driver; 

verifying a legitimacy of all software and memory content in the gaming machine using 
the at least one driver: 

relinquishing control of the gaming machin e back to the operating system, and 

authoiizing the gaming machine to execute only of the software that is successfxiUy 
verified. 

48. (Original) The method of claim 47, whereby the at least one driver is 
configured to execute at a highest machine permission level. 

49. (Original) The method of claim 47, wherein the taking step includes a step of 
freezing an operation of the operating system. 

50. (Canceled) The method of claim 47, wherein the taking step includes a step of 
blocking the execution of the operating system. 

51. (Original) The method of claim 47, wherein the taking step includes a step of 
disabling interrupts on the gaming machine. 
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52. (Original) The method of claim 47, wherein the verifying step includes 
verifying a BIOS of a motheiboard of the gaming machine. 

53. (Original) The method of claim 47, wherein the verifying step includes 
verifying a BIOS of any add-on board within the gaming machine. 

54. (Original) The method of claun 47, wherein the verifying step includes 
verifying ROM shadowing within the gaming machine. 

55. (Original) The method of claun 47, wherein the verifying step includes 
verifying hardware registers. 

56. (Original) The method of claim 47, wherein the verifying step includes 
verifying a signature in memory of the at least one driver. 

57. (Original) The method of claim 47, wherein the verifying step includes 
verifying a content of files on disk within the gaming machine. 

58. (Original) The method of claim 47, wherein the verifying step includes 
verifying a downloadable micro-code of smart hardware within the gaming machine. 

59. (Original) The method of claim 47, wherein the verifying step includes 
verifying a downloadable firmware of a smart hardware within the gaming machine. 

60. (Original) The method of claim 47, further comprising the step of auditing a 
soiu'ce code of the at least one driver by a third party. 

61. (Original) The method of claim 47, further comprising the step of auditing a 
sowce code of the at least one driver by a game certification lab. 
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62. (Original) The method of claim 47, further comprising the step of certifying 
the at least one driver by a game certification lab. 

63. (Original) The method of claim 47, further comprising the step of code- 
signing with a certificate tlie at least one driver by a game certification lab. 

64. (Original) The method of claim 47, further comprising the step of certifying 
the at least one driver by a third party. 

65. (Original) The method of claim 47, further comprising the step of code- 
signing with a certificate the at least one driver by a third party. 

66. (Original) The method of claim 47, wherein the gaming machine is controlled 
by a PC, wherein the at least one driver is code signed and wherein the installing step installs the 
code-signed driver, the installing step being triggered by at least one plug-and-play dongle 
inserted in at least one port of the PC. 

67. (Canceled) The method of claim 47, wherein the at least one driver installed in 
the installing step is code-signed by Microsoft's WHQL. 

68. (Original) The method of claim 47, wherein the verifying step verifies the 
legitimacy of the software and memory contents without modifying a content thereof and 
wherein the method further includes a step of reporting an outcome of the verifying step. 

69. (Currently Amended) The method of claim 47, wherein the verification 
step includes a challenge-response step to ensure that the tru s ted verifier at least one driver has 
not been spoofed. 



Page I 12 



Serial No. 10/520,831 
Atty. Docket No. CYBS5819 

70. (Currently Amended) The method of claim 47, wherein the verification 
step includes a challenge-response step to ensure that the trusted verifier at least one driver is 
executing. 

71. (Original) The method of claim 47, wherein the gaming machine fuither 
includes a third party dongle installed therein and wherein the at least one driver is linked to the 
third party dongle to enable the third party to audit the at least one driver. 

72. (Currently Amended) Tlie method of claim 47, wherein the gaming 
machine fuither includes an interface for a dongle compliant with ^ Microsoft a plug and play 
specification of the Microsoft Windows® operating system and wherein the at least one driver 
is installed or activated when the dongle is plugged-in. 

73. (Original) The method of claim 47, wherein the gaming machine fuither 
includes a hard disk drive that includes at least one partition formatted for simple file access and 
wherein the mefliod further includes a step of accessing code-signed downloaded software from 
the at least one simple file access partitioned hard disk drive. 

74. (Original) The method of claim 73, wherein the hard disk drive partition is 
formatted according to FAT32 protocol. 

75. (Original) The method of claim 73, wherein the hard disk drive partition is 
formatted according to a predetermined file fomiat protocol. 

76. (Original) The method of claim 47, wherein the gaming machine fiuther 
includes a plurahty of hard disk drives wherein at least one hard disk drive contains at least one 
partition formatted for simple file access and wherein the method further includes a step of 
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accessing code-signed downloaded software from the at least one partition formatted for simple 
file access. 

77. (Original) The method of claim 73, wherein the at least one partition is 
fonnatted according to FAT32 protocol 

78. (Original) The method of claim 73, wherein the at least one partition is 
formatted according to a predetermined file format protocol 

79. (Original) The method of claim 47, wherein the verifying step verifies the 
memory content or a trusted signature of the memory content stored on at least one of: 

a hard disk drive of the gaming macliine, 

an optical memory of the gaming machine, 

flash memory of the gaming machine, 

non-volatile RAM memory of the gaming machine, 

registers of integi'ated circuits of the gaming machine, 

ferromagnetic memory of the gaming machine, 

magnetic memory of the gaming machine, 

ROM memoiy of the gaming machine, 

OTP memory of the gaming machine, 

holographic memory of the gaming machine, and 

firmware of a smart peripheral 

80. (Currently Amended) A gaming machine, comprising: 
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at least one processor; 

at least one data storage device; 

a plurality of processes spawned by the at least one processor, the processes including 
processing logic for carrying out steps of: 

running an operating system loaded m the gaming machine; 

providiDg and installing a trusted veriflcatlon driver In the gaming machine^ the 
trusted verification driver being independent of the operating svstem: 

performing a verification of components of the operating svstem against a trusted 
reference using the trusted verification driver and preventing further operation of the 
gaming machine when the verification of the components of the operating svstem fails; 

downloading at least one software module into the gaming machine; 

checking a code signature of at least one downloaded software module using » the 
trusted verification driver, and 

authorizing execution of the downloaded software modide in the gaming machine only if 
the downloaded softwaie module is successfully verified by the trusted verification driver. 

81. (Original) The gaming machine of claim 80, wherein the running step runs an 
operating system that is configured to prevent a replacement of selected monitored or protected 
system files within the gaming machine with files that do not originate from a trusted som-ce or 
that are not consistent with the authorized version of the operating system. 
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82. (Currently Amended) The gaming machine of claim 80, wherein the 
running step runs a Microsoft operating system configured with a File Protection fWFP ) of the 
Microsoft Windows® operating system . 

83. (Original) The gaming machine of claim 80, wherein the operating system in 
the running step causes the authorizing step to authorize execution of the downloaded software 
module only if the downloaded software module has been code-signed with a certificate from a 
trusted source. 

84. (Currently Amended) The gaming machine of claim 83, wherein tlie 
running step runs a Microsoft operating system configui ed with Driver Signing of the Microsoft 
Windows® operating system and wherein the trusted source is Microsoft. 

85. (Currently Amended) The gaming machine of claim 83, wherein the 
running step runs a Microsoft operating system configuied with Driver Signin g of the Microsoft 
Windows® operating system . 

86. (Currently Amended) The gaming machine of claim 80, wherein the 
downloaded software module includes a driver and wherein the method ftnther comprises the 
step of: 

setting a Micro s oft Driver Signing policy of the Microsoft Windows® operating 
system to cause the authorizing step to only authorize execution of drivers that are code-signed 
with a certificate from Microsoft. 

87. (Currently Amended) The method of claim 84, ftirther comprising the step 

of: 
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setting a Microsoft Driver Signing policy of the Microsoft Windows® operating 
system to cause the authorizing step to only authorize execution of drivers that are code-signed 
with a certificate from at least one of Microsoft and a designated trusted source. 

88. (Currently Amended) The gaming machine of claim 80, wherein the 
operating system in the running step is a Microsoft Window s an operating system configured 
with Windows File Protection and Driver Signing of the Microsoft Windows® operating 
system . 

89. (Currently Amended) The gaming machine of claim 80, wherein the 
operating system in the running step is a Microsoft Windows an operating system configured 
with Software Restriction Policy, Windows File Protection and Driver Signin g of the Microsoft 
Windows® operating system . 

90. (Canceled) The gaming machine of claun 80, wherein the gaming machine 
includes a processing hardware that, together with the operating system in the running step, 
implements Microsoft's Palladium capability. 

91. (Canceled) The gaming machine of claim 80, wherein the gaming machine 
includes a processing hardware that, togetlier with the operating system in the running step, 
inq)lements Palladium-like capability. 

92. (Canceled) The gaming machine of claim 80, wherein the gaming machine 
includes a processing hardware that, together with the operating system in the running step, 
implements Microsoft's Palladium, Software Restriction Policy, Windows File Protection and 
Driver Signing capabilities. 
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93. (Canceled) The gaming macliine of claim 80, wherein the gaming machine 
includes a processing hardware that, together with the operating system in the running step, 
in^)lements Microsoft's Palladiimi, Windows File Protection and Driver Signing capabiUties. 

94. (Original) The gaming machine of claim 80, wherein the gaming machine 
includes a processing hardware that, together with the operating system in the running step, 
implements capabilities specified by the Trusted Computing Platform AlUance (TCPA). 

95. (Currently Amended) The gaming machine of claim 80, wherein the 
gaming machine includes a processing hardware that, together with the operating system in the 
numing step, implements capabilities specified by the Trusted Computing Platform Alliance 
(TCPA), Software Restriction Policy, System File Piotection and Driver Signin g of the 
Microsoft Windows® operating system . 

96. (Currently Amended) Tlie gaming machine . of claim 80, wherein the 
gaming machine includes a processing hardwaie that, together with a Microsoft operating system 
in the ninning step, implements capabihties specified by the Trusted Computing Platfonn 
Alliance (TCPA), Software Restriction Policy, Windows File Protection and Driver Signin g of 
the Microsoft Windows® operating system . 

97. (Original) The gaming machine of claim 94, wherein the bperatmg system in 
the running step is a Microsoft operating system. 

98. (Currently Amended) The gaining machine of claim 80, wherein the 
operating system in tlie running step is a Microsoft an operating system implementing TCPA, 
Software Restriction Policies, Windows File Protection and Driver Signin g of the Microsoft 
Windows® operating system . 
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99. (Currently Amended) The gaming machine of claim 80, wherein the 
operating system in the running step is a Microsoft an operating system implementing TCPA, 
Windows File Protection and Driver Signing Signin g of the Microsoft Windows® operating 
system . 

100. (Currently Amended) The gaming machine of claim 80, wherein the 
operating system in the running step includes the Software Restriction Policy capability Signing 
of the Microsoft Windows® operating system . 

101. (Original) A gaming machine, comprising: 
at least one processor; 

at least one data storage device; 

a plurality of processes spawned by the at least one processor, the processes including 
processing logic for carrying out steps of: 

installing at least one driver into the gaming machine; 

blocldng the operation of an operating system of the gaming machine: 

taking complete control of the gaming machine with the at least one driver; 

verifying a legitimacy of all software and memory content in the gaming machine; 

relinquishing control of the gaming machine baclc to the operating system, and 

authorizing the gaming machine to execute only of die software that is successfiiUy 
verified. 

102. (Original) The gaming machine of claim 101, whereby the at least one driver 
is configured to execute at a highest machine permission level. 
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103. (Original) The gaming machine of claim 101, wherein the taking step 
includes a step of freezing an operation of the operating system. 

104. (Canceled) The gaming machine of claim 101, wherein the taking step 
includes a step of blocking the operation of the operating system. 

105. (Original) The gaming machine of claim 101, wherein the taking step 
includes a step of disabling interrupts on the gaming machine. 

106. (Original) The gaming machine of claim 101, wherein the verifying step 
inchides verifying a BIOS of a motherboard of the gaming machine. 

107. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying a BIOS of any add-on board within the gaming machine. 

108. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying ROM shadowing within the gaming machine. 

109. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying hardware registers, 

110. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying a signature in memory of the at least one driver. 

111. (Original) The gaming machine of claim TOl, wherein ttie verifying step 
includes verifying a content of files on disk within the gaming machine. 

112. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying a downloadable micro-code of smart hardware within the gaming machine. 
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113. (Original) The gaming machine of claim 101, wherein the verifying step 
includes verifying a downloadable finnware of a smart hardware within the gaming machine. 

114. (Original) The gaming machine of claim 101, further comprising the step of 
auditing a source code of the at least one driver by a third party. 

115. (Original) The gaming machine of claim 101, further comprising the step of 
auditing a source code of the at least one driver by a game certification lab. 

116. (Original) The gaming machine of claim 101, further comprising the step of 
certifying the at least one driver by a game certification lab. 

117. (Original) The gaming machine of claim 101, fiulher comprising the step of 
code-signing with a certificate the at least one driver by a game certification lab. 

118. (Original) The gaming machine of claim 101, further comprising the step of 
certifying the at least one driver by a third party. 

119. (Original) The gaming machine of claim 101, further comprising the step of 
code-signing with a certificate the at least one driver by a third party. 

120. (Original) The gaming machine of claun 101, wherein the processing 
hardware forms part of a PC that is configiu^ed to conti ol the gaming machine and wherein the 
gaming machine fiulher includes a plug and play dongle inserted in at least one port of the PC, 
and wherein the at least one driver is code signed and wherein the installing step installs the 
code-signed driver, the installing step being triggered by the at least one plug-and-play dongle. 

121. (Canceled) The gaming machine of claim 101, wherein the at least one driver 
installed in the installing step is code-signed by Microsoft's WHQL. 
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122. (Original) The gaming machine of claim 101, wherein the verifying step 
verifies the legitimacy of the software and memory contents without modifying a content thereof 
and wherein the plurality of processes include a process to report an outcome of the verifying 
step. 

123. (Currently Amended) The method of claim 101, wherein the verification 
step includes a challenge-response step to ensure that the ti^usted vcriflor at least one driver has 
not been spoofed. 

124. (Currently Amended) The method of claim 101, wherein the verification 
step includes a challenge-response step to ensme that the twisted vcriflor at least one driver is 
executing. 

125. (Original) The gaming machine of claim 101, wherein the gaming machine 
further includes a third party dongle installed therein and wherein the at least one driver is linked 
to the third party dongle to enable the third party to audit the at least one driver. 

126. (Currently Amended) The gaming machine of claim 101, wherein the 
gaming machine further includes an interface for a dongle compliant with tlio Micro s oft a plug 
and play specification Signin g of the Microsoft Windows® operating system and wherein the 
at least one driver is installed or activated when the dongle is plugged-in. 

127. (Original) The gaming macliine of claim . 101, wherein the gaming machine 
further includes a hard disk drive that includes at least one a partition formatted for simple file 
access and wherein the plurality of processes include a process to access code-signed 
downloaded software fi-om the at least one simple file access partitioned hard disk drive. 
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128. (Original) The gaming machine of claim 127, wherein the hard disk drive 
partition is formatted according to FAT32 protocol. 

129. (Original) the gaming machine of claim 127, wherein the hard disk drive 
partition is fonnatted according to a predetermined file format protocol. 

130. (Original) The gaming machine of claim 101, wherein the gaming machine 
further includes a plurality of hard disk drives wherein at least one hard disk drive contains at 
least one partition fonnatted for simple file access and wherein the method further includes a 
step of accessing code-signed downloaded sofhvare from the at least one partition formatted for 
simple file access. 

131. (Original) The gaming machine of claim 128b, wherein the at least one 
partition is formatted according to FAT32 protocol. 

132. (Original) The gaming macliine of claim 128b, wherein the at least one 
partition is formatted according to a predetermined file format protocol 

133. (Original) The gaming machine of claim 101, wherein the verifying step 
verifies the memory content or a trusted signature of the memory content stored on at least one 
of: 

a hard disk drive of the gaming machine, 
an optical memory of the gaming machine, 

flash memory of the gaming machine, ^ 
non-volatile RAM memory of the gaming machine, 
registers of integrated circuits of the gaming machine. 
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ferromagnetic memory of the gaming machine, 
magnetic memory of the gaming machine, 
ROM memoiy of the gaming machine, 
OTP memory of the gaming machine, 
holographic memory of the gaming machine, and 
firmware of a smart peripheral 

134. (Canceled) A method for a gaming tenninai to authorize execution of 
downloaded software, comprising the steps of: 

running in the gaming machine a version of an operating system having Software 
Restriction Policy capability, and 

setting the Software Restriction Policy to authorize execution of software code-signed 
with a certificate from a designated tnisted party. 

135. (Canceled) The method of claim 134, wherein the ruiming step runs a version 
of the operating system having System File Protection capability. 

136. (Canceled) The method of claim 134, wherein the running step runs a version 
of the operating system having Driver Signing capability. 

137. (Canceled) The method of claim 135, further comprising the step of: 

setting the Driver Signing pohcy to only authorize execution of drivers that are code- 
signed with a certificate fi:om a designated trusted party. 
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138. (Canceled) The method of claim 134, wherein the rmming step runs a version 
of the operating system having System File Protection and Driver Signing capabilities. 

139. (Canceled) The method of claim 134, wherein the gaming machine includes a 
processing hardware and wherein the processing hardware and the operating system in the 
running step collectively implement Palladium-like capabiUty. 

140. (Canceled) The method of claim 134, wherein the gaming machine includes a 
processing hardware and wherein the operating system in the running step is an operating system 
that, together with the processing hardware, implements Palladium-like, System File Protection 
and Driver Signing capabilities. 

141. (Canceled) The method of claim 134, wherein the gaming machine includes a 
processing hardware and wherein the operating system in the running step is a version of an 
operating system that, together with the processing hardware, implements capabilities specified 
by the Trusted Computing Platform Alliance (TCP A). 

142. (Canceled) The method of claim 135, wherein the gaming machine includes a 
processing hardware and wherein the operating system in the running step is a version an 
operating system that, together with the processing hardware, implements TCPA, System File 
Protection and Driver Signing. 
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